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Highlights:

Find Sensitive Data

Discover unknown databases.
Locate sensitive and proprietary
information in databases across
your environment.

Support Compliance Activities
Improve regulatory compliance
by blocking unauthorized access
to sensitive data, and monitoring
and responding to data events.

Enhance Security

Identify known and unknown
vulnerabilities, automate
patching, and reinforce security
when patches are not available

Get seamless protection across
IPv4 , IPv6, and dual-stack
environments to support the
modern enterprise.

Trellix Database Security

Defend databases and the
information they contain

Trellix Database Security finds, classifies, and defends sensitive
information in leading database types, keeping your databases secure,
patched, and protected even when vendor patches are not an option.
Easily conduct regular checks for issues with configuration and coding,
as well as find performance problems. Trellix Database Security keeps
your databases up to date and protects their sensitive information,
providing a unified security commmand center that transforms raw alert
data into actionable insights, ensuring your team focuses on the most
critical threats first.

Database Activity Monitoring

Safeguard your databases against leaks by actively monitoring,
logging, and detecting database access and irregularities, while
preemptively blocking potential threats before they impact
your environment.

Vulnerability Manager

Automate scanning activities to find supported databases and
their sensitive information across your environment. Identify and
prioritize known vulnerabilities to expedite detailed remediation,
swiftly addressing security gaps.

Virtual Patching

Stop intrusions and other exploits before they breach your
database. When available, Trellix's virtual patches are automatically
applied without impacting database availability. When vendor
patches aren't available or you're unable to update a database,
extra security is applied to keep it secure.
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| Advanced Analytics

Go beyond basic monitoring with integrated risk scoring and
visualization. Trellix Database Security automatically calculates
risk levels for every database by correlating active vulnerabilities
On-premises: with sensitive data activity monitoring. Intuitive dashboards
allow you to visualize complex access patterns, identify

Trellix Database Security
Supported Databases:

* Oracle anomalies, and streamline compliance audits through a
= Microsoft SQL Server centralized intelligence hub.
= MySQL

Trellix Database Security delivers comprehensive protection and
* PostgreSQL optimized database performance across your environment. Our expert
= MariaDB professionals can help with implementation and training to speed up
adoption and ensure your organization gets the most out of your new

= Sybase . ) .
. solution. Ask about Trellix Thrive support packages to learn more.
= DB
= SAP HANA To learn more about Trellix Database Security, please visit trellix.com.
« Percona To learn about packages that include Database Security, please visit
https:/Mmww.trellix.com/products/data-security-suites/.
On AWS RDS:
= MariaDB
= MySQL

= PostgreSQL
Supported Operating Systems:

= Windows
= Linux

= Solaris

= AIX
HPUX
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